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1. [losicHUuTEIbHAA 3aAIMCKA

1.1. Heap u 3a7a4n TUCHHUILTHHBI

L[eﬂb JUCHUIINIMHBI — HpO(i)eCCI/IOHaJIBHaSI MoAroToBKa MaruCTpaHTOB, HCO6XOI[I/IMaH JUIA
OCBOCHUA METOA0B U TEXHOJIOTHI 3alIUThI PIH(bOpMaHI/IOHHBIX CHUCTEM.

3amayy AMCLMILIMHBL: OCBOEHUE OCHOBHBIX IOHATUN U TEPMHUHOJIOTUH, TEXHOJIOTHH M HAaBBIKOB
HACTPOWKHU M SKCIUTyaTalluy 3aIUIIEHHBIX HHPOPMAITMOHHBIX CUCTEM, NU3yUYEHHE HOPMATHUBHBIX
IPaBOBBIX AaKTOB B 00JacTH 3aIIMLIEHHBIX HMH(OPMAIMOHHBIX CHUCTEM, APXUTEKTYpPbI
3alUIIEHHBIX HH(OPMAIIMOHHBIX CHCTEM.

1.2. [lepevyenb NMJIaHMpPyeMbIX Pe3yJabTATOB O0y4YeHHS] MO JAUCHMILIMHE, COOTHECEHHBIX C
HHIMKATOPAMH JOCTHKEHUS] KOMIIEeTeHIUH

KoMmnerenuus NHaukaTopbl KOMIIETEHIUI Pe3yabTaTnl 00yyeHus1
(Ko 1 HAMMEHOBAHUE) (Ko ¥ HAMMEHOBAHUE)
VYK-4 — Cniocoben VK-4.1 — 3naet coBpeMeHHble | 3Hamb:
IIPUMEHSTD KOMMYHUKaTUBHbIE ® COBpPEMEHHBIE
COBPEMEHHbBIE TEXHOJIOTHH Ha KOMMYHUKaTUBHBIE
KOMMYHUKaTHBHbBIE roCylapCTBEHHOM U TEXHOJIOTHH Ha

TEXHOJIOTHH, B TOM
qrcle Ha
MHOCTPaHHOM(BIX)
si3pIKe(ax), IS
aKaJeMHYECKOI0 U
npodeccuoHaIbHOTO
B3aUMOJICVCTBHUS

WHOCTPAHHOM SI3bIKaX;
3aKOHOMEPHOCTH JEJIOBOI
YCTHOW U MUCbMEHHOMN

rocyaapCTBCHHOM U
HHOCTPAaHHOM A3bIKaX;
® 3aKOHOMCPHOCTH HCHOBOﬁ

KOMMYHUKallMU YCTHOW U IIUCBMEHHOMN
KOMMYHUKaIUH

YK-4.2 — Ymeet npuMeHsTh Ha | Ymemb:

IMPAKTUKEC KOMMYHUKATUBHLBIC ® IIPUMCHSITH Ha IPAKTUKE

TEXHOJIOTHH, METO/IbI U KOMMYHUKATHUBHBIE

CII0COOBI IEJIOBOTO OOIIECHUS

TEXHOIOTHH, METOIBI U
CII0COOBI IEJIOBOTO OOIIECHUS

VK-4.3 — Bnageer MeTOIUKOMI
MEKJIMYHOCTHOTO JIEJIOBOTO
OOIIeHNs Ha TOCYIapCTBEHHOM
¥ MTHOCTPAHHOM SI3bIKaX, C
MPUMEHEHUEM
PO(HeCCHOHATTBHBIX S3BIKOBBIX
dbopM u cpeacTs

Braoems:

® METOIMKON MEKIMYHOCTHOTO
JIETIOBOT'0 OOIICHUS Ha
rOCyJIapCTBEHHOM U
WHOCTPAHHOM SI3BIKAX, C
MIPUMCHEHHEM
po(eCcCHOHANBHBIX S3BIKOBBIX
dbopm u cpencTs

OIIK-1 — Cnocoben
000CHOBBIBATh
TpeOOBaHUS K CUCTEME
obecrieueHus
UH(POPMALIMOHHOM
0€30ITaCHOCTH U

pa3pabaTbIBaTh MPOEKT
TEXHUUYECKOT0 3aJJaHus

Ha €€ CO3JaHHC

OIIK-1.1 — 3HaeT OCHOBBI
OTCUECTBEHHBIX H 3apyO0eKHBIX
CTaH/JapTOB B 00JaCTH

3nams:
® OCHOBBI OTCUECTBEHHBIX U
3apyOEKHBIX CTaHIAPTOB B

obecrieueHus o0yracTu odecrneyeHUs
UH(POPMALIMOHHOM nH(OpMaLMOHHON
0e30macHOCTH 0€30IMacHOCTH
OIIK-1.2 — YMeer Ymemo:

MMPOCKTUPOBATH ® [IPpOCKTUPOBATH

MH(OPMAaLIOHHBIE CUCTEMBI C
Y4ETOM pa3IuYHBIX
TEXHOJIOTHl obecrieueHus
UH(POPMALIMOHHOM
Oe3onacHoCcTH

UH(OPMAIIMOHHBIE CUCTEMBI C
YUYETOM Pa3INIHBIX
TEXHOJIOTUH obecrieueHust
MH(OpMaLOHHON
0e3omacHoOCTH
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Braoems:
® HaBBIKAMH Y4acTHUS B

OIIK-1.3 — Brnaneer HaBBIKaMu
y4acTus B pa3paboTke

CUCTEMBI 00€ecIeyeHUs
UH(POPMALIMOHHOM
0e30macHOCTH 00BEKTA

pa3paboTKe CHCTEMBI
obecrnieueHus
MH(POPMALOHHOM
0e301acHOCTH 00BEKTa
S3BIKOBBIX (DOPM U CPEJICTB

OIIK-2 — Criocoben
pa3pabaThIBaTh
TEXHUYECKUU MTPOCKT
CHUCTEMBI (ITOJICUCTEMBI
MO0 KOMIIOHEHTA
CHCTEMBI) 00ECIICUCHUS
nH(pOpMaITMOHHOM
0e30macHOCTH

OIIK-2.1 — 3HaeT MeTOIBI
KOHIENTYAIBHOTO
MIPOCKTUPOBAHMSI TEXHOJIOTHI
obecneucHus

3name:
® METO/bl KOHIIENTYaIbHOTO

HpOCKTI/IpOBaHI/IH TGXHOHOI‘I/Iﬁ
obecneueHus

nH(OpPMaLMOHHON MH(POPMALIMOHHOM
0e301acHOCTH 6e301acHOCTH
OIIK-2.2 — YmeeT BoIOUpaTh U | Ymemb:

000CHOBBIBATH MTPEUMYIIIECTBA
METO/IOB pEIICHUS 3a/1a4 JJIs
3aIUTHl HHOPMAITUU
KOMITBIOTEPHBIX CUCTEM U
ceTell U cucTeM o0ecIieueHust

® BBIOMPATh K OOOCHOBHIBATH

MIPEUMYILECTBA METOIOB
peLIeHHUs 3a/1a4 JUIs 3alUThI
HH(pOpMaIK KOMITBIOTEPHBIX
CHCTEM U CETEeH U CHCTEM

MH(}OpMaLIOHHON obecrieueHus
Oe3omacHoCTH MH(}OPMaLOHHON

6e30MmacHOCTH
OIIK-2.3 — Bnaneet HaBbIKamMu | Brademy:

BBINOJIHEHHS pabOTBHI 110
OCYILIECTBIICHUIO TIPU
U3rOTOBIICHHH, MOHTAXKE,
HaJIaJIKe, UCTIBITAHUSAX U ClIaue
B DKCILUTyaTallMI0 CUCTEM U
CpencTB o0ecreyeHust
UH(POPMALIMOHHOM
0e301acHOCTH

® HaBbIKaMH BBIIIOJIHCHUA pa6OTH

10 OCYILIECTBIICHUIO TIPU
W3rOTOBJICHHH, MOHTAXKE,
HaJIJIKe, UCTIBITAHUSAX U ClIaue
B DKCIUTyaTalli0 CUCTEM U
CpencTB o0ecreyeHust
MH(POPMALMOHHOM
0€30MacHOCTH

1.3. MecTo AMCHUILINHBI B CTPYKTYpe 00pa30BaTe/ibHON MPOrpaMMbl

Hucnunnuna «3anunéHabie UHPOPMAIIMOHHBIE CUCTEMBD) OTHOCHUTCS K 00s3aTEIbHOM 4YacTu
0JI0Ka AUCUUILINH Y4eOHOTO IJIaHa.

Jnst ocBOGHHST AUCIUIUITMHBI HEOOXOIUMBI 3HAHUS, YMEHUS U BJaJCHUS, CHOPMHUPOBAHHBIC B
XO/I€ W3Y4YEHUs CIEAYIOIIHUX AUCHUIUIMH U MPOXOXKACHHUS MPAKTHK: JUCHUIUIMHA SIBISETCS
JTUCIUTIIMHON HAYaIbHOTO IIUKJIa 00yYEHUSI.

B pesynpTaTe OCBOEGHMSI JTUCHHUIUIMHBI (DOPMHUPYIOTCS 3HAHHS, YMEHHMS U BJaJICHUS,
HEOOXOAMMBIC I M3YYCHHS CISAYIOINX JUCHUIUIMH W MPOXOXKIACHUS  IMPAKTHK:
«Teoperndeckue acreKkThl 6€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM », «TUTOBBIE MOACHCTEMBI U
pemieHus obecrieueHuss HWHGOPMAIMOHHONW —Oe3omacHOCTHY, «IIpoekTHO-TeXHOIOTHYECKast
npaktuka» u «lIpenaunmomHas mpakTuka.



2. CTpyKTYypa IMCUMIIIMHBI

OO6mmas Tpya0€MKOCTh TUCIMIUIMHBI COCTaBisIeT 5 3.e., 180 akameMuuecKux 4acos.

CTpyKkTypa IMCUMILIMHBI 1JIA 04HOI opMbI 00yUeHMsI

O0beM TUCIUIUIMHBI B ()OpME KOHTAKTHOW PabOThI OOYYAFOMIMXCS C TEIarOrHYeCKHUMHU
paboTHUKaMu W (WJIM) JTUIAMHU, IPUBJICKACMBIMH K pealn3aiuyd 00pa3oBaTeIbHOW MPOrpaMMbl
HA WHBIX YCIIOBUSX, IPU MPOBEICHUN YICOHBIX 3aHSITHIA:

Cemectp | Tunm yueOHBIX 3aHATHIA KonnuecTBo
4acoB
Jlexkuun 36
[IpakTuyeckue paboThI 44
Bcero: 80
O0beM qUCHUIIIMHBL (MOYJIs1) B hOpME CaMOCTOSITENIbHON paboThl 00YYaIOIIUXCS

cocTaBisieT 82 akaJeMHYECKHX yaca.

3. Conep:xkanue TUCHUILINHBI

Ne | HammeHnoBaHue pa3jena Conep:xkanue
AUCHUTLIHHBI

1 OcHoOBHbIE MOHATHUS [Tonsitue «uH(pOpMaIMOHHAS CUCTEMaY.
3ammMIéHHbIX HHpopmanuonnbix | Konuenmus 6e3omacHocTd  HMH(OPMALMOHHON
cuctrem. O01Me NPUHIHNBI cuctembl. Llenn obGecneuenuss nHGOPMAITMOHHON
MOCTPOEHMS 3ALMINEHHBIX 0€30MacCHOCTH. CaHKIMOHUPOBaHHBIN u
HH(OPMANMOHHBIX CHCTEM HECaHKLIMOHUPOBAHHBIN JOCTYII. Yrpo3bl

0€30MacHOCTH M KaHajlbl pealu3alii Yrpos.
VYpoBHu 3amuthl uHPopMmarmu. CTaHAApTHI
0€30MacCHOCTH. Knaccst 3alUIIEHHOCTH
nHpopMannoHHBIX cucteM. HopmatuBHas 0a3a
Poccniickoit  ®denmepanum M MHOCTPAHHBIX
rocyJapcTB. CoBpemeHHas JOKTpUHA
nHpopmanroHHo ©Oe3omacHocTH  Poccuiickoit
Denepanuu.

2 ApPXHTEKTYpa HHGOPMAMHOHHbIX TpéxypoBHeBast apXUTEKTypa HHPOPMAIIMOHHBIX
CHCTeM Ha OCHOBe 6a3 nammbrx. | CHCTEM Ha OCHOBE 0a3 maHHbIX. MoJienu TaHHBIX.
TeXHOIOTHH  MPOCKTHPOBAHHS CrpykTypa naHHbIX. LleT0CTHOCTD peNsImOHHBIX
623 JAHHBIX naHHbIX. OCHOBHBIE ATAIbl MPOEKTUPOBAHUA 0a3

TaHHBIX. TEeXHOIOTUH MPOEKTUPOBAHMS Ha
OCHOBE HOpMaJIn3aluu. TeXHOIOTHH
MIPOEKTUPOBAHMSI HA OCHOBE MOJIENN
«CyIIHOCTb-CBSI3bY.

3 Pa3zrpanuyenus qocrymna K OCHOBHBIC TOHATHS CHUCTEM pa3TpaHUYCHUS
pecypcaM nHGpOpMaMOHHOI noctyna. CyIIHOCTb M OIpeNeleHue MOIUTUKU
CHUCTEMBI 0e3omacHocTH. OCHOBHBIE  THITBI  ITOJUTHK

0€30MaCHOCTH: MaHJaTHbIEe, POJIEBbIE, KOHTPOISA
LEJIOCTHOCTH  HMH(OPMALIMOHHBIX  PECYPCOB,
M30MpaTeNpHOTO pa3rpaHUUYSHUS TOCTYIIA.
CyOBeKkTHO-00BEeKTHAS MOJIEb
MH()OPMAIIMOHHON CUCTEMBI.
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CpencrBa odecniedeHus
HEeJOCTHOCTH MHGOPMAITMOHHBIX
CHCTEM HA OCHOBe 0a3 JaHHBIX.
CpeacrBa obecneyeHust
KOH(PUIEHIIHATBHOCTH
uHopManum B cucTeMax Ha
OCHOBe 023 JaHHBIX

VYrpo3sl nenoctHoctd uH(popManuu. CrocoObI
nporuBoaeucTBus.  IloHATHE W OCHOBHBIE
CBOMCTBa TpaH3aKIUi. MexaHu3M OJIOKMPOBOK.
JlexnapatuBHass ¥ TOPOLEIYypHAs CChUIOYHbBIC
L[EJTOCTHOCTH. Crioco0sl MoAJep>KaHuUs
CCBUIOYHOM IEJIOCTHOCTU. TpUTTEPHI U MpaBHIIA.
Yrpo3bl KOHDUIEHITUATBHOCTH HH()OPMALIHH.

CpencTBa uaeHTU(UKAIUN U ayTeHTH(PUKALUU B
CYB/l. Cpencra ymnpaBiaeHUs] A0CTYIIOM. Buubl

NIPUBUIICTUH.
Hcnonws3oBanne wmexaHuzma poieil. MeTtku
6e3omacHocTu. Vcmonbp3oBaHUE TNpeACTaBICHUIH
TUTS oOecrieueHus KOH(PUACHITMATBHOCTH
nHpOpMaIuu.

Cnoco0bl XxpaHeHust [Tonoxxenue o KoHGUACHIIMATHLHOW UH(DOpPMaLIUU

KOH(pHUAEHIHAIBHOM B 3JIEKTPOHHOM BUJIE. KoHnrteHTHas

uHpopManuu kareropusanus. Knaccudukanus uHbopManuu
0 YPOBHIO KOHPUACHIHATBHOCTH. MeTku
JTIOKYMEHTOB. CniocoOsr XpaHeHue
KoHpuIeHManpHoH  uHpopmanuu. CBoaHas
uHdopmanus. WuTennexryanpHas
COOCTBEHHOCTb. HectpykTypupoBannas
nHpopMarus.

OcHOBHBIE HATIPABJICHUSA
3a1MThHI HHpOpMAIIUH.
Oprasu3aumoHHbIe Mepbl
3ammThl HHGOpMaIUU B
OpraHu3anum

3amuTra JOKYMEHTOB. 3allluTa KAaHAJOB YTEUKU
KOHUIEHIIMATbHON HH(pOopMauu. MOHUTOPUHT
neiictBuil  momib3oBatened.  Knaccudukanus
BHYTPEHHUX  HapyLIUTEJIECH:  HEOCTOPOIKHBIE,
MaHUIyJUpyeMble, Ca0OTaKHUKU, HEJIOSJIbHBIE,
MOTHBHUPOBAaHHBIE U3BHE.

Hpyrue  rpamanmu.  KazgpoBas — moauTuka.
Omnpenenenne npas JOKAJIBHBIX IOJIB30BaTENEH.
CranpapTuzanusi MPOTPaMMHOTO OOeCreYeHUsI.
Opranuzanus npoueaypsl XpaHeHus! (PU3NIECKUX
HOCHUTENIEeH HHPOPMAIIHH.

Onpenenenne YpOBHEN KOHTPOJIS
MH(OPMALIMOHHBIX TOTOKOB. PeuMmbl apxusa,
CUTHAJIM3allMH1, AKTUBHON 3aIIUTHI.

Knaccupukanus MexcereBbIX
3kpaHoB. Ux nouruku. Tunsl
OKpY:KeHHUIl MesKceTeBbIX
3kpaHoB. [loanTnka
0€30IaCHOCTH MeKCeTeBbIX
IKPAHOB

TCP-
Habop

Knaccudukarms. VYcranoBieHue

coenquHeHus.  [laketHele  QUIBTPHI,
npaBuil. [lorpannuHbie MapIpyTU3aTOPBI.
MexcereBble  dkpaHel  (MD) Ha  OCHOBe
texunomoruii Stateful Inspection m Host-based.
[lepconanibuple MO W UX [NepCOHAIbHbBIE
ycTporictBa.  IIpokcu-cepBep — NPHUKIAAHOTO
YPOBHSL. Brinenennsie IIPOKCH-CEPBEPHI.
['mbpunubie TexHomoruu MD. Tpaucnsamus
cereBbix anapecoB (NAT). Craruueckas u
CKpBITas TPAHCIALUSA NAT. [Tpunun
MOCTpPOEHUsT  OkpyxkeHus MD. DMZ-ceru.
Koudurypauus ¢ omnoit DMZ-cetrio. Service
Leg xondurypamus. Koudurypauuss ¢ npyms
DMZ-cersimu. BupryanbHble 4YacTHBIE CETH.
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Pacnonoxxenune VPN-cepBepoB. UHTpaneT.
Okcrpaner. KoMmoHeHTBl  MHPPACTPYKTYpBHI:
KOHIIEHTPATOPbl U KOMMYTaToOpbl. Pacnonoxenue
cepBepoB B DMZ-cetsix.

Buemne pocrymubie cepBepel. VPN u Dial-in
cepBeprl. Buyrpennue cepseprl. DNS-cepBepsl.
SMTP-cepBepsI.

[Monutuka MD. Peanu3zamnus ero Habopa mpaBulL
TectupoBanue mnomutukn MD. Bo3moxHbIe
MOIXObI K JKCIUTyaTaluu MD a.
ComnpoBoxenne MDD u  yHOpaBICeHUE HUM.
dusnyeckas 0€30MacCHOCTh OKpyKeHus MDO.
AJIMUHUCTPUPOBAHKE MD. Crparerus
BOCCTAaHOBJICHHA Tmociie cOoeB. Bo3MoxxHOCTH
co3manus Joros MD. MHnneHTs 0€30IMaCHOCTH.

Cucrembl 00Hapy:KeHHUs aTaK

[lonstne cucremel obHapyxeHus artak (IDS).
Tunber u 0azoBas crpykrypa IDS. CoBmecTHOE
pacnonoxenue Host u Target. Paznenenne Host
n ynpasieHus. llomHocThro pacnpenenéHHoe
ynpasienue. Network-based DS, Host-based
IDS, Application-based IDS.

Anamm3, Bemonasembii  IDS.  Omnpenenenue
3M0ynoTpedneHuil. AKTHBHBIE M TACCHUBHBIC
orBeTHhIe JeicTBus. HMcmons3oBanne SNMP
TRAPS. CucremMpl aHamu3a W OLIEHKH
ys3Bumocteir. Host-based u  Network-based
aHanu3 ys3BumocTeil. CriocoObl B3auMOIeHCTBUS
ckaHepa ys3pumocteit u IDS.

be3onacHoe ucnoab3oBanue
c1yk0b1 JoMeHHBbIX UMEH (DNS)

besonacHocTh DNS. CepBucsl DNS.
WNndpactpyxrypa DNS. Kommnonentst DNS u
noHatue Oe3onacHOCTH. OCHOBHBIE MEXaHH3MBbI
6e3onacHoctH it cepBrucoB DNS. Jlanusie DNS
n [IO DNS. Name-cepBepsl, ABTOpPUTETHBIE U
wmupyromnme  Name-cepBepsl.  Resolver'si.
Tpanzakuun DNS. 3anpoc/otBer DNS. 3onHas
MEepPEChUIKA. JAnHamuyeckue OOHOBJICHUS.
besonacHocth okpykenus DNS. Yrpossr ms 110
u ga"abeix DNS.
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Oobecneyenne 6e30MaCHOCTH
WEB-cepBepos. be3zonacnoctn
WEB-opuenTnpoBanHoro
KOHTEHTAa

ITpuynnel YS3BUMOCTH WEB-cepsepa.
[InanupoBanue passépreiBanuss WEB-cepsepa.
besomnacHoe MHCTAJJINPOBAaHUE u
KOH(UTYpHpOBaHUE HCIIONIb3YEMOU OC.
VY nanenue uiM 3anpelieHue HEHYKHBIX CEPBUCOB
U TPWIOKEHUN. YTpaBleHUE pecypcaMud Ha
ypoBHe OC. AnbTepHAaTHUBHBIC MIATGOPMBI IS
WEB-cepBepa. Ucnonb3oBanue Appliances ans
WEB-cepBepa. CneunansHo ycuiennsle OC u
WEB-cepBepsl. TectupoBanue 0Oe3omacHOCTH

OC.be3omnacHoe MHCTAJIJIMPOBAaHUE u
KOH(MUTYpHpOBaHUE WEB-cepsepa.
CooTBeTCTBYIOMIUIA CIIUCOK JIEHCTBUH.

Pasrpannuenue nocryna st 110 WEB-cepsepa.
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VYnpasnenue JIOCTYIIOM K TUPEKTOPHH
cogepxxumoro  WEB-cepBepa.  IlyOGnukanuu
nadopmanuu Ha WEB-caiiTax.

OOGecrieueHue 0e30ImacHOCTH TEXHOJIOTHI
CO3/IaHUsI aKTHBHOTO COJICPKMMOTO.

URLs wu cookies. VYsI3BUMOCTH TEXHOJOI'HI
AKTHUBHOTO COJICP)KMMOT0 Ha CTOPOHE KJIMCHTA.
Va3BuMoCcTH TEXHOJIOTHI CO3JaHUs
COJICPKUMOTO Ha CTOpOHE ceprepa.
HeobxomuMele gelicTBHs WIS oOecIeueHHus

6e3onacHoct WEB-conepxxumoro.
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mudpoBaHus

TexHos0ornu ayreHTH(UKAIHUU U

TpeboBanust K ayTeHTUPHUKALMH U IU(PPOBAHHIO.
Aytentudukanus, ocHoBaHHas Ha [P-aapece.
Basic u Digest ayrentudukanuu. SSL/TLS.
BosmoxxnoctH u ciadsie mecta SSL/TLS.
ITpumep SSL/TLS ceccun. Cxemsl mmdpoBanus
SSL/TLS. Cnucok AeMCTBUI IPH UCTIOIb30BAaHUH
TEXHOJIOTHH ayTeHTU(DHUKAINK U TIHPPOBAHUSI.
Wirewall npuknannoro yposus myist Web:
ModSecurity.

4. Oopa3oBaTe/ibHbIE TEXHOJIOTHHU

rij‘i HanmenoBanmue pasnena |Buabl yueOnbix 3ansaTuii |O6pa3oBarejibHble TEXHOJIOTHH

1 2 3 4

1. |OcHOBHBIE OHATHS Jlexmms 1.1 TpaguunoHHas JEKIUS C
3aIUIIEHHBIX Jlexuus 1.2 MCIOJIb30BaHUEM IIPE3eHTALUN
MH(OPMALIMOHHBIX Omnpoc
cuctem. O61mue
TIPUHITATIBI CamocrositensHas padora |Pabota ¢ nurepaTtypoit
MIOCTPOEHHUS 3aIIUIIEHHBIX KoHcynbTpOBaHue 1 npoBepka
WH(pOPMAITMOHHBIX 3aJJaHuH MOCPEICTBOM
CUCTEM. AJIEKTPOHHOMU MOYTHI

2 |Apxurtektypa Jlexuus 2.1 TpanuuyoHHAs TEKIMS C
nH(MOpMaMOHHBIX cucTeM |Jlekmus 2.2 HCIIO0JIb30BaHUEM MPE3EHTAINI
Ha OCHOBE 0a3 JaHHBIX. Ompoc
TexHonoruu
MPOCKTUPOBaHUS 6a3 CamocrositensHas padora |Pabota ¢ nurepaTtypoit
JTAHHBIX. KoHcynbTpOBaHue 1 npoBepka

3aJIaHH ITOCPEACTBOM
AJIEKTPOHHOMU MOYTHI

3 |Pasrpanuvenus qocryma k |JIekmus 3.1 TpaguunoHHas JEKIHS C
pecypcam Jlexuus 3.2 UCIIO0JIb30BAaHUEM TMPE3EHTAINI
nH(OPMAIIMOHHOU Omnpoc
CUCTEMBI

CamocTtosaTenbHas padoTta

Pabora c nuteparypoit
KoHcynbTupoBaHue u npoBepka
3aJlaHUi MOCPEICTBOM
AJIEKTPOHHON TIOYTHI
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CpenctBa obecrieueHust
LIEJIOCTHOCTH
MH()OPMALIMOHHBIX CHCTEM
Ha OCHOBE 0a3 TaHHEIX.
CpenctBa odecrieyeHUs
KOH(UICHIMATLHOCTH
MH(OPMALIUY B CUCTEMAX
Ha OCHOBE 0a3 TaHHEIX.

Jlexug 4.1
Jlexnus 4.2
Jlexug 4.3

[IpakTnueckoe 3andarue 1.

CamocTrosrenbHas paborta

TpaguunoHHAas JEKIMS C
UCII0JIb30BAaHUEM TMPE3CHTAINI
Onpoc

Brimonaenne 3aJaHus

Pabota ¢ nuTeparypoii
KoHcynsTHpOBaHue U IpoBepKa
3a/1aHH IOCPEACTBOM
AJIEKTPOHHOMU IMOYTHI

CriocoObI XpaHeHHS
KOH(UICHITMATEHOM
nHpopmaruu

Jlexmug 5.1
Jlexmus 5.2

CamocrosrenbHas paborta

TpagunuoHHas JEKIUs C
MCII0JIb30BAaHUEM TMPE3CHTAINI
Onpoc

Pa6oTa ¢ nmuTeparypoii
KoncynbpTupoBanue u npoBepka
3aJJaHu# MOCPEICTBOM
AJIEKTPOHHOMW MOYTHI

OcHOBHBIE HAITPaBJICHUS
3amuUThl THPOPMAITUH.
OpraHu3anuoHHBIE MEPHI
3alIUThl HH(OpPMAINH B

Jlekiug 6.1
Jlexmnus 6.2

TpaguuuoHHas JeKIus C
HCIIOJIb30BAaHUEM IIPE3CHTALIUI
Omnpoc

OpraHu3aluu [IpakTuueckoe 3anstue 2. |BoinonHenue 3aganus
CamocTtosarenbHas padora |Pabota c mutepatypoii
KoncynberupoBanue u nposepka
3a/IaHU IOCPEACTBOM
AJIEKTPOHHOMW MOYTHI
Knaccudukanus Jlexmus 7.1 TpaguunoHHas JeKIMs C
MeXKCeTeBbIX 9KpaHoB. Mx |Jlekuus 7.2 HCIIOJIb30BAHUEM IIPE3CHTALIUI
MOJIUTUKU. THIIBI Jlexuus 7.3 Omnpoc

OKPY>KEHU MEKCETEBBIX
sKkpaHoB. [Tonutnka
0€30MacHOCTH
MEKCETEBBIX YKPaHOB.

ITpakTnueckoe 3ansTue 3.

CamMocTosTenpHas pa60Ta

Brinonnenue 3aganus

Pabota ¢ nutepaTtypoit
KoHcynsTHpOBaHME U MPpOBEPKA
3alaHU IOCPEACTBOM

Cucrembl 0OHapYKEHUS
aTak.

Jlexmus 8.1
Jlexmus 8.2

CamocTtosaTenbHas padorta

TpaguunoHHas JEKIHS C
HCIIOJIb30BAHUEM IIPE3EHTALUN
Ompoc

Pabora c nuteparypoit
KoHcynbTupoBanue u nposepka
3aJlaHUi MOCPEICTBOM
HJIEKTPOHHON TOYTHI

bezomnacuHoe
HCIIOJIb30BaHUE CITYKOBI
nomMeHHbIX UMEH (DNS)

Jlexmus 9.1
Jlexug 9.2

ITpakTnueckoe 3ansTue 4.

CaMocTosTenbpHas pa60Ta

TpanuuyvoHHAs JIEKIMS C
HCITOJIb30BAaHUEM IIPE3EHTAIUI
Omnpoc

Brinonnenue 3agaHus

Pabota ¢ iuTepaTypoit
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KoHcynpTupOBaHue U NpoBepKa
3alaHu| IOCPEACTBOM
JIEKTPOHHON IIOYTHI

10 |OGecnieuenue Jlexmus 10.1 TpaauuroHHas KLU C
oe3omacaoctu WEB- Jlekug 10.2 KCIIOJIb30BAaHUEM MTPE3CHTAIIUMA
cepBepoB. be3onacHocTb Omnpoc
WEB-opueHTHPOBaHHOTO
KOHTEHTA. [IpakTrueckoe 3andaTue 5. |BpinonHeHne 3agaHust

CamocrosrtenbHas pabora (Pabora ¢ nureparypoit
KoncynsTupoBanue u npoepka
3aJIaHu| IIOCPEACTBOM
AJIEKTPOHHON MOYTHI

11 |Texuonoruun Jlexuus 11.1 TpaguunoHHas JEKLUS C
ayTeHTH(UKAITIN 1 Jleknus 11.2 KCIOJIb30BAaHUEM MTPE3CHTAIUIA
M PpPOBaHUS. Omnpoc

[TpakTnueckoe 3austue 6.

CamocrosTenpHas padoTta

Brimmonnenune 3amanus

PaGora c nureparypoit

KoHcynbTupoBaHue u nposepka
3aJIaHHUN ITOCPEACTBOM
9JIEKTPOHHON MOYTHI

B nepuoa BpeMEHHOro NPUOCTAHOBICHMS IMOCELICHUS OOYyYarOUIMMUCSA MOMEUICHUN U
tepputopun PITY. ansa opranusanuu ydeOHOro mpoiecca ¢ MPUMEHEHHEM AIIEKTPOHHOIO
o0y4yeHMsI W JAUCTAaHLMOHHBIX OOpa30BaTEIbHBIX TEXHOJOTHH MOryT OBITh MCIOJb30BaHbI
clleiyIole 00pa3oBaTeNIbHbIC TEXHOJIOTUU:

— BUJICO-JIEKIINH;

- OHHaﬁH-HGKHHH B PCKUMCE pCaJIbHOTO BPEMCHH,

— DJIEKTPOHHbIE Y4eOHUKH, ydeOHbIe TOCOONs, HayYHbIE U3AHUS B 3JIEKTPOHHOM BUJIE U
JIOCTYT K MHBIM 3JIEKTPOHHBIM 00pa30BaTEIbHBIM PECYpCaM;

— CUCTEMBI JIJIs DJIEKTPOHHOI'O TECTUPOBAHUS;

— KOHCYJIbTalluU C UCITIOJIb30BAHUEM TCIICKOMMYHUWKAIITMOHHBIX CPEACTB.

5. OneHka MIaHUPYEeMbIX Pe3yJIbTaTOB 00y4eHu st

5.1. Cucrema olieHNBaHUA

DopMa KOHTPOJIA Makc. KOJIM4YeCTBO
0a/10B
3a oxny Bcero
paborty
Texkynmi KOHTPOJIb:
- onpoc (memwt 1-11) 2 banna 22 banna
- npakmuyeckue 3anamus 1-5 6 oannos | 30 6annos
- npakmuyeckoe 3auamue 6 8 bannos 8 bannos
IIpomexyToUHast aTTecTanms - 9K3adMeH 40 6aynoB
HTtoro 3a cemectp 100 GammoB
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5.2. Kputepuu BbICTABIEHUS OLEHKH MO JUCHHUIJINHE

Bbanany/
HIkaJuaa
ECTS

OuneHka mo
JUCHUILIMHE

KpuTtepun oneHkn pe3yabTaToB 00y4eHHUs 110
AUCLHMILIAHE

100-83/
AB

«OTJIIHYHOY/
«3a4TEHO
(oTuyHO)»/
«3a4TEHO»

BricTaBnsiercsa o0yuaromemMycsi, €cii OH TITyO0KOo U
IIPOYHO YCBOMJI TEOPETUYECKUN U IPAKTUUECKUI
MaTepuai, MOXeT IIPOJEMOHCTPUPOBATE 3TO HA 3aHITHIX
U B XOJI€ IPOMEKYTOUHOM aTTECTALlUU.

OO0yuaromuiics: HCUYEPIBIBAIOIIE U JIOTHYECKUA CTPOMHO
M3JaraeT yueOHbI MaTepuall, yMeeT yBSI3bIBATh TEOPHUIO C
MIPAKTUKOM, CIIpaBIISIETCS C pEUICHHEM 3a]ad
npo¢ecCHOHATLHON HANPaBIEHHOCTH BHICOKOTO YPOBHS
CJI0KHOCTH, MPAaBUIILHO 0OOCHOBHIBAET MPUHSTHIC
pelIeHus.

CB0OOIHO OPUEHTUPYETCS B YUEOHOH U
poeCCHOHATTLHOMN JINTEPATYPE.

OreHka 1Mo JUCHUIUIMHE BBICTABIISIOTCS 00yJaromeMycs C
y4€TOM pe3ysIbTaTOB TEKYIIEH U MPOMEXYTOUHON
aTTeCTalluu.

Komnerennuu, 3akpeniéHHble 3a AUCUUIUIMHON,
c(OpPMHPOBAHBI HA YPOBHE — «BBICOKHI.

82-68/

«XOpOII0Y/
«3a4TEHO
(xoporo)y»/
«3a4TEHOY

BeicTaBisiercs o0yyaromemycs, €Ciu OH 3HaeT
TEOPETHUUYECKUM U PAKTUYECKUN MaTEpHUaJl, IPaMOTHO U 10
CYLIECTBY M3JIaraeT €ro Ha 3aHATHAX U B X0
IIPOMEKYTOYHOM aTTECTAlMH, HE IOIIYCKasl CYIIECTBEHHBIX
HETOYHOCTEH.

OOyuaromuiics MpaBUJIbHO IPUMEHSET TEOPETUUECKUE
MIOJIOXKEHUS [IPU PELICHUU NTPAKTUYECKUX 3a1a4
npodeccnoHalbHOM HANIPaBIEHHOCTH PA3HOTO YPOBHS
CJIO’KHOCTH, BJIa/Ie€T HEOOXOJUMBIMHU I TOI'0 HaBbIKAMU
U IpUEMaAMH.

JIOCTaTOYHO XOPOIIO OPUEHTHPYETCS B yUeOHOH U
npodeccroHanbHOI TuTEpaType.

OneHka 1Mo JUCHHUIUIMHE BBICTABIISAIOTCS 00yJaromeMycs ¢
Y4ETOM PE3YNbTATOB TEKYIIEH U IPOMEKYTOUHON
aTTeCTalyuu.

Komniereniuu, 3aKkpeni€éHsble 3a JUCUUIITMHOM,
c(OPMHPOBAHBI HA YPOBHE — «XOPOILIUIIY.

67-50/
D,E

«yIIOBJIETBOPH-
TEIbHOY/
«3aYTEHO
(ynosneTrBopu-
TEITBHO)»/
«3aUTEHO»

BricTaBnsierca o0y4aromemMycsi, €CiIi OH 3HaeT Ha 0a30BOM
YPOBHE TEOPETUUYECKUH U PAKTUYECKUI MaTepHUall,
JIOITyCKAET OTAEIbHBIE OIINOKY IPH €r0 U3JI0KEHUH Ha
3aHATHSX U B X0J1€ IPOMEKYTOUYHON aTTECTALIUH.
OOyyaromuiics UCIBITHIBAET ONPEIeIEHHbIE 3aTPYAHCHUS
B IPUMEHEHUH TEOPETUUECKUX TOJI0KEHUI NPU PELIEHUU
MIPAKTUYECKHX 3a/1a4 PO(PEeCCHOHAIBHON HalpaBIEHHOCTH
CTaH/IapTHOI'O YPOBHS CIIOKHOCTH, BJIAJIEET
HE0OXOIMMBIMHU ISl 3TOTO 0Aa30BBIMHM HAaBBIKAMU U
IPUEMAMH.

JleMOHCTpUpYyeT AOCTaTOYHBIM YPOBEHb 3HAHUS yUEOHON
JIUTEPATYypPHI 110 TUCLHUIIIMHE.

OneHka 0 JUCHHUIUIMHE BBICTABIISIOTCS 00YYArOMEMYCs C
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banabl/ Ouenka no Kputepun oueHKH pe3yJIbTaTOB 00y4eHHs 10
Hxana AUCHMILINHE AMCHMILINHE
ECTS
y4€TOM PE3YJIBTATOB TEKYILEH U IIPOMEKYTOUYHON
aTTeCTalUu.
KomnereHiuu, 3aKkpeniénnbie 3a JTUCUUILTMHOM,
c(hOpMHUPOBAHBI HA YPOBHE — «IOCTATOYHBIN).
49-0/ «HEYJIOBIETBOpHUTE | BrIcTaBisieTcst oOydaronieMycs, €ciii OH He 3HAaeT Ha
F.FX JTIBHOY/ 0a30BOM ypOBHE TEOPETUUSCKHUI M MPAKTUICCKUIN
HE 3a4TEHO MaTepHall, JIOMycKaeT rpy0obie OMOKH IPU €T0

M3JI0)KEHUH Ha 3aHATHSAX U B X0 IPOMEXKYTOYHOH
aTTeCTAllHH.

OOyyJaronuiicsi HCIIBITHIBAET CEPbE3HBIC 3aTPYAHEHUS B
MPUMEHEHUH TEOPETUUECKUX TOJIOKEHUH MTPH PEeLICHUN
MPaKTUYECKHX 3a/]1a4 MPO(heCCHOHANBHON HAITPABICHHOCTH
CTaH/IapPTHOTO YPOBHS CJIOKHOCTH, HE BIIAACET
HEOOXOJMMBIMH JUIS ATOTO HaBBIKAMU M TPUEMaMHU.
JleMoHCTpHpYET (pparMeHTapHbIC 3HAHUS YIeOHOH
JUTEPATYPHI IO AUCIHUIUIAHE.

OueHka 1Mo JUCHUILIMHE BBICTABIIAIOTCS 00yJaromeMycs ¢
y4ETOM PE3yJIbTaTOB TEKYIIEH U MPOMEXYTOYHOM
aTTeCTAIlHH.

KommeTeHiu Ha ypoBHE «10CTaTOYHBIIY, 3aKPETIIEHHBIC
3a IUCUUIUINHON, HE C(OPMHUPOBAHEI.

5.3. OueHounble cpeacTBa (MaTepuasibl) I TeKYIIero KOHTPOJS YyCIeBaeMOCTH,
NPOMEKYTOYHOM aTTECTAUM 00y4aIOLIMXCSl N0 JUCHHILIHHE

Yemmuwotii onpoc

YCTHBII ompoc — 3TO CpeICTBO KOHTPOJS, OpPraHM30BaHHOE Kak crHenuaibHas Oecena
npenojiaBaTeNss ¢ OOyJaroIUMCS Ha TEMBI, CBS3aHHBIE C W3y4aeMOW IUCIHILIMHOH, U
paccuMTaHHOE Ha BBIICHEHME 00bEMa 3HAHUHU, OOyyaroIIerocs Mo OmnpeAeraEHHOMY paszeny,
Teme, npoOsemMe U T.1.

IlepedeHb YCTHBIX BOIPOCOB /Il IPOBEPKU 3HAHUM

Ne | Bonpoc

1. | Yro Takoe nHdopmanronHas cucrema’?

2. | OcHoBHBbIe ION0XKeHUs JlOKTpUHBI HHPOPMAIMOHHOH Oe30macHocTH Poccuiickoit
Denepannun

OCHOBHBIC TTOHITUS CUCTEM pasrpaHUYCHUA OOCTYyIIa

CYH_IHOCTB N ONPCACICHNUC ITOJIMTUKH 0e30ITacHOCTH.

OCHOBHBIE TUITBI HOJIMTUK OS30IaCHOCTHU

MeskceTeBbIe OKpaHbI UX BUJBI. AJIMI/IHI/ICTpI/IpOBaHI/Ie MCKCETCBEIX DKPAHOB.

Jlemunurapu3zoBaHHas 30Ha, €€ MOHSATHE U CTPYKTYypa

3
4
5
6. | IloHsaTHe 1 OCHOBHBIC CBOMCTBA TPaH3aKIUN
7
8
9

COCTaBJBIIOH_[I/IC 3aIlIUTHI ICPUMCTPA.

10. | Ocobennoctn nepumerpa coppeMeHHbIX KC

11. | Peanmmzanusa mexannsma VPN

12. | VPN-ximent, VPN-cepBep u nuto3 6e3omacHocti VPN.

13. | Knaccuguxkanus cereit VPN.

14. | TTIporokon PPTP. Ctpykrypa makera.
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15. | IIpouenypa ycranosieHust SSL-ceccun.
16. | 3ammra 6ecrIpOBOIHBIX CeTel
17. | ApxurekTypa cteka nporokosioB IPSec
18. | 3ammra nepenaBaeMbIX JaHHBIX C MOMONIBIO MpoTokonoB AH n ESP
19. | ITpoTokoa ayTeHTU(DHUITMPYIOMIETO 3aroJI0BKa.
20. | IIpumenenne npotokosa AH B TpaHCIOPTHOM U TYHHEITbHOM PEXKHMaX
21. | [IpoTOKOI MHKANCYIMPYIOLIEH 3alUThl, puMeHeHne npoTokona ESP B TpancnoptHoM
U TYHHEJIBHOM PEXKUMaXx.
22. | IIpotokon ynpasienus kpuntokiaoyamu IKE
23. | 3amauu, pemaembie mpotokoiaamu IKE
24. | IlpakTryecKne acreKThl 3alUThl BeO-OPTAJIOB OT HH(POPMALMOHHBIX aTaK
25. | TumoBas apXxuTeKTypa BeO-1opraa
26. | I[loncucremMbl aHTUBUPYCHOM 3aIUTHI
27. | IloncucreMbl KOHTPOJIS HEIOCTHOCTH
28. | Ilogcucrembl pa3rpaHUyeHUs 1OCTyMa
29. | Iloncucrembl OOHAPYKEHHSI BTOPKEHUH
30. | Cepsucst DNS
31. | OcHOBHBIC MEXaHU3MbI 0€301TaCHOCTH ISl cepBHCOB DNS
32. | llpuuunsl ya3sumoctu WEB-cepBepa
IIpomexyTouHas aTTecTanus (9K3aMeH)
[IpuMepHBIE BOIIPOCHI K IK3aMEHY
Ne  Bompoc
1. [TonsTue «naopmManmonnas cucrema». Konnenuus 6e30nacHOCTH HHPOPMALTMOHHOM
cucremsl. Llenn obecneuenus nHpopmanmonHoi 6e3onacHocTH. CaHKIIMOHUPOBAHHBIA U
HECaHKIIMOHUPOBAHHBIN JTOCTYII.
2. VYrpo3sl 6€300aCHOCTH M KaHaJbl pealln3allii yTpo3. Y POBHH 3aLIUTHI HH(OPMALIHH.
CranmapTsl 0€30MMaCHOCTH.
3. Knaccel 3anuméHHocTH HH(OPMAIIMOHHBIX CUCTEM.
4. HopmatusHnas 6a3za Poccuiickoit denepaiiuy 1 ”HOCTPaHHBIX TocynapcTB. CoBpeMeHHas
JToKTpuHa nHbopMamoHHol 6e3onacHoctu Poccuiickoii deneparum.
0. TpéxypoBHEBask apXUTEKTypa HH(DOPMAITMOHHBIX CUCTEM Ha OCHOBE 0a3 TaHHBIX. Moenu
JTAHHBIX.
6. Crpykrypa naHHbIX. L{eT0CTHOCTD peNsIlIMOHHBIX TaHHbIX. OCHOBHBIE 3TaIlbI
IPOEKTHPOBaHUs 0623 TaHHBIX.
7. TexHOoJ0rMM NPOSKTUPOBAHUS HA OCHOBE HOPMAJIM3AIMH.
8. TexHonornu NpoeKTUpOoBaHUsI Ha OCHOBE MoJieNH «CyIIHOCTb-CBSI3bY.
0. OcHOBHBIE IOHATHA CUCTEM pa3rpaHuyeHus 1ocTymna. CylHOCTb U ONpeAeIeHNe
MOJINTUKU O€30MaCHOCTH.
10. | OcHOBHBIE THIBI MOJIUTUK O€30MACHOCTH.
11. | Yrpossl uenoctHoctu nHpopmanuu. Crnocods! npotuBoaeiicTBus. [loHsATHE U OCHOBHBIE
CBOMCTBA TPaH3aKIUM.
12. | IomoxeHue o KOHGUACHINATEHONW MHPOPMAIIUH B AJIEKTPOHHOM Bujie. KoHTeHTHAs
KaTeropuzanusi.
13. | Knaccuduxkanus napopmaium no ypoBH0 KOHQUISHINAIBHOCTH. METKH TOKYMEHTOB.
14. | CnocoObl xpaHeHue KOHQUAeHIMaIbHONH HHPOpMAIIH.
15. | 3amuTa JOKYMEHTOB. 3alUTa KaHAJIOB YTEUKH KOH(PHUACHIIMATbHON HHPOPMAIIH.

MOHUTOPUHT NEMCTBUI MOJb30BATENIEH.
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16. | KommuectBennsiii ananu3 puckoB. ALE - annual loss expectancy, oxugaembie ro10BbIe
1OTEpH, T.€. «KCTOUMOCTH)» BCEX MHLUJEHTOB 3a I'OJ.

17. | KauectBeHHbIil aHaim3 puckoB. Meton Jlenbdu, MO3TroBOM MITYpPM, OIIEHKA «3KCIEPTHBIM
METOJIOM.

18. | ABTOMAaTH3MpPOBAaHHBIE MHCTPYMEHTHI JIJIsl aHAJIM3a PUCKOB

19. | Onenka ymep6a. Kimaccudukanms BHyTpeHHIX HapYIIUTEICH.

20. | Oco0eHHOCTH TPOEKTUPOBAHHUS 3AIUIICHHBIX HHOPMAIIMOHHBIX CUCTEM IS
KOMMEpPYECKON U BOEHHOM OpPraHU3alluu.

21. | TakTuyeckoe u cTpaTernyeckoe rniaaHupoBanue. Padora ¢ kagpamu.

22. | Hdpyrue rpagauun. Kagposas nonutuka. Onpenenenre npas JOKAIbHbBIX MOJIb30BaTENCH.

23. | CranmapTu3zaiys nporpaMMHOro obecrieueHusi. Opranu3ams npoueaypbl XpaHeHHS
(bu3YecKuX HOoCUTeIeH nHGOPMAaITUH.

24. | Ompenenenue ypoBHeH KOHTPOIS HH()OPMAITMOHHBIX TOTOKOB. PexuMbl apxuBa,
CUTHAJIM3allM1, aKTUBHOM 3alllUTHI.

25. | Knaccudukanus MD. Ycranosienne TCP-coenunenus. [laketasie GumbTphl, HAOOP
npasul. [lorpanuyHbie MapIIpyTH3aTOPHI.

26. | Tpancnsmus cereBbiX anpecoB (NAT).

27. | Ionutuka MD. Peanuzanus ero Habopa npasuii. TecTupoBaHue NOITUTHKU MD.

28. | Bo3moxHBIC TOIXOBI K IKCILTyaTaruu M0O.

29. | CompoBoxaenue MO u yripaBJIeHHUE UM.

30. | Dusnueckas 6€30MaCHOCTh OKpYKeHUst M.

31. | AnmuamEcTpupoBanue MDO.

32. | Crpaterus BocCTaHOBJIEHHS nocie c6oeB. BoaMoxHOCTh co3aanus jgoros MD.
WNHiuaenTsl 0€300aCHOCTH.

33. | Ilonstue cucremsl oOHapyxeHHs atak. Tumnsl U 6a3oBas cTpykrypa IDS. CoBmecTHOE
pacnosoxenue Host u Target.

34. AKTHUBHBIE U ITACCUBHBIE OTBETHEIE NelcTBHA. Mcmons3oBanne SNMP TRAPS.

35. | Cucrembl aHan3a u OleHKH ysa3BuMocteit. Host-based u Network-based ananu3
ysizBuMocTei. CriocoObl B3anMOIeHCTBHSI CKaHepa ysa3Bumoctei u [IDS.

36. | Cepsucsl DNS. Undpactpykrypa DNS. Komnonentsl DNS 1 nonstue 6€30macHOCTH.

37. | OcHoBHbIe MexaHU3MbI Oe3omacHocTh it cepBucoB DNS. Jlanaeie DNS u [TO DNS.

38. | Tpanzakuuu DNS. 3anpoc/orBer DNS. 30HHast nepechuika.

39. | Junammueckue oOHoBIeHMs. besonacHocTs okpyskeHust DNS. Yrpossr st [10 n ganHBIX
DNS.

40. | Ilpuunnsr yszsumoctn WEB-cepsepa. [ImanupoBanue passépreiBanuss WEB-cepsepa.
be3zonacHoe nHcTauIMpoBaHue U KoHurypuposanue ucnosszyemoit OC.

41. | VYnaneHue wiu 3anpelieHrne HeHYKHbIX CEpBUCOB M NMPUIIOKEHUH. YTIpaBlieHUe
pecypcamu Ha ypoBHe OC. AnbrepHaTtuBHbIe maTdopmsl 111 WEB-cepsepa.
Ucnons3zoBanue Appliances qiis WEB-cepsepa. Cniennanbno ycuiiennsie OC u WEB-
cepBepbl. TectupoBanue 6ezonacHoctu OC.

42. | be3omacHoe uHCTaupoBaHue U koHpurypupoBanue WEB-cepsepa. CooTBEeTCTBYIOIINI
CIIICOK JIEUCTBHI.

43. | Pasrpanunuenue goctyna it [10 WEB-cepBepa. YpaBieHue J0CTYyOM K JUPEKTOPUH
conepxumoro WEB-cepsepa. [Tyonmmkanuu nadopmarnuu Ha WEB-caiitax.

44. | ObecrnieueHne 6€30MACHOCTH TEXHOJIOTUH CO3/JaHNsl aKTUBHOT'O COIEPKUMOTO.

45. | URLs u cookies. YS3BUMOCTH TEXHOJIOTHUH aKTUBHOTO COJEPKMMOTO Ha CTOPOHE KJIMEHTA.

46. | YSI3BUMOCTH TEXHOJIOTHH CO37aHUs COJEPKUMOT0 Ha CTOpoHe cepBepa. Heobxonumeble
nercTBust st obecnieuenus 6e3omacHoctn WEB-conepxumoro.

47. | TpeboBanus Kk ayreHTH(PUKAINU U HPpoBaHUI0. AyTeHTU(UKAIUA, OCHOBaHHas Ha [P-
aapece. Basic u Digest ayrenTudukanuu.

48. | SSL/TLS. Bosmoxxnoctu u cinabeie mecta SSL/TLS. Ipumep SSL/TLS ceccun. Cxembl
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mubposanus SSL/TLS.

49. | LleHHOCTHO-OpUMEHTUPOBAHHBIC MAHUITYJISITUBHBIE TEXHOJIOTUH JIEJIOBOTO OOIIECHUS,
UCNOJIb3yeMble B MH()OPMAIIMOHHBIX CUCTEMAX JUIsl KOHTPOJIS 3allUIIaeMoi HHPOpMAaLIUK.

50. | IlepconanbHast TUCTAHIMS B Mpoiiecce oO0meHus. MUIIeHn MaHUTTY IS THUBHOTO
BO3JICIICTBUS MPU peaan3aliii OPraHu3allMOHHBIX Mep 3alIUThl HHPOPMAIIH.

51. | «Manslii pa3roBop» B 1€710BO KOMMyHUKalMK. [TonsTre Anpecat MaHUIYIISILIUY B
JIeJIOBOM OOILEHNH B paMKax ynpasieHus Ub.

52. TexHuKH aKTUBHOH 3alUTHL: «JI0)KHOr0 BOBIICUCHUS», ICUXUYECKOTO BO3ACUCTBUS ,
3alyThIBaHUSI, CKPBITOTO IPUHYKICHUS.

53. | TexHMKHM NaCCHBHOM 3allIMTHI B paMKaX peajln3aluy OpraHu3allMOHHBIX Mep.

54. | CpenctBa HeBepOanbHOM KOMMyHHUKanuu. Metoabl Kunecuku, [Ipokcemuku u
TakeTukn.

55. | Iepudepuitnoe 060pya0BaHKE MOJIb30BaTEICH HHOOPMAIIMOHHBIX CHCTEM.

56. | ApXHUTEKTypa 3alUIIeHHbIX HHOPMAIMOHHBIX cucTeM. CrcreMHble uHbl. CTaHAapThI
ISA/PCI/PCI-E/M2.

57. I'OCT P 51583-2014. «3amuTra napopmanuu. [Topsaok co3gaHus aBTOMaTU3UPOBAHHBIX
CHCTEM B 3aILMIIEHHOM HCIIOMHEHNN. OOIINE ITOIOKEHNIY.

58. I'OCT 34.602—-2020 «TexHuveckoe 3aaHUE Ha CO3IaHUE aBTOMATHU3UPOBAHHOM
CHUCTEMBD.

59. | 'OCT P 597932021 «Komrieke CTaHIapTOB HA aBTOMAaTU3UPOBAHHBIEC CHCTEMBI.
ABTOMaTH3MpOBaHHBIE cUCTeMbl. CTauu CO3/TaHUS.

[TpumepHbIe TeCTOBBIE 3aaanus (nposepka chopmuposannocmu komnemenyuii — YK-4, OITK-1,
OI1IK-2)
1. B coorBercTBUMM ¢ TOCT P 51583-2014 ¢popmupoBanue TpedoBaHmii K cucTeMe 3aIUThI
HH(OPMAIH KeM OCYIIeCTBIsIeTCs1?

Ob6nanarenem nHGOPMAIUU (3aKA3UUKOM)_

2. Kakoii I'OCT npumen Ha cmeny 'OCT 34.601-90 «<ABTOMATH3HPOBAHHBIE CHCTEMBI.
Craauu co3nanus» ?

I'OCT P 59793-2021 «Komruieke CTaHJapTOB HAa AaBTOMATU3UPOBAHHBIE CUCTEMBI.
ABTOMaTH3UpOBaHHbIE cucTeMbl. CTaIlK CO3TaHUS»

6. YueOHO-MeTOAMUYECKOEe M HH(POPMALIMOHHOE 00ecnedeHne THCITUTITHHBI

6.1. CHHCOK MCTOYHUKOB M JINTEPATyPhl
Hctounnku

OCHOBHBIC

1. @eoepanvnviti 3akon «O6 wuHbopManuu, UHMOPMALMOHHBIX TEXHOJOTHSX M O 3alIUTe
uHpopmanum» ot 27.07.2006 Ne 149-®d3 [DnextpoHHbIi pecypce] : Pexum nocryma
http://www.consultant.ru/document/cons_doc LAW 61798/, ceo00oaHbIN. — 3ari. ¢ SKpaHa.

2. @edepanvusiii 3axon «O TMepcoHANbHBIX JaHHBIX» OT 27.07.2006 Ne 152-®3 (mocnemHsist
penaxkmusi). DIIEeKTPOHHBIN pecypc] : Pexxum JOCTyma
http://www.consultant.ru/document/cons_doc LAW_ 61801/, cBo6oaHBIi. — 3ari. ¢ sKpaHa.

3. bazosass modenv yepo3 0O€30MACHOCTH TICPCOHAIBHBIX JAHHBIX IPH WX 00paboTke B
MH(POPMALIMOHHBIX CHUCTEMaxX IEepPCOHANBHBIX JaHHBIX (Bbimucka). (yrB. PCTIK PD
15.02.2008) [DOnextponnbiii pecypc]| : Pexxum nmocrtyma : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/379, cBOOOIHBIIA.
— 3arm. ¢ 9KpaHa.
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. Pyxosoosuyuii OOKyMeHM. ABTOMaTH3UPOBAaHHBIE CUCTEMBI. 3amura oT

HECaHKIIMOHMPOBAHHOIO JocTyna K uHpopManuu. Knaccuduxamus aBTOMaTH3HPOBAHHBIX
cucteM W TpeOOBaHUS MO 3amuTe WHGOPMANUU. YTBEPKICHO PEUICHHEM MpeaceaaTess
I'ocynapcTtBenHol TexHuueckoit komuccuu rpu [Ipesuaenre Poccuiickoit @enepanun ot 30
mapta 1992 r. [OnekrponHsiii pecype] : Pexxum mocrtyma : https:/fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g, CBOOOIHBINA. — 3aril. ¢ IKpaHa.

Pykogooawuui  doxymenm.  CpeAcTBa  BBIYMCIMTENBHOM  TEXHMKH.  3amuTa  OT
HECAaHKIMOHMPOBAHHOTO jocTyna Kk uHpopmauuu. [lokazarenu 3amMIIEHHOCTH OT
HECAHKIMOHUPOBAHHOTO JOCTyNMa K HH(pOpMamuu. YTBEPKICHO pPEIICHUEM TpeICceIaTes
I'ocynapcrtBenHol TexHuueckoil komuccuu rnpu Ilpesunente Poccuiickoit @enepanun ot 30
mapta 1992 r. [OnekrponHsii pecype] : Pexxum gocrtyma : https:/fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g2, cBOOOIHBIH. — 3ari. ¢ 9KpaHa.

Ilpuxaz @CTOK Poccuu ot 11.02.2013 Ne 17 «O6 yrBepxknenun TpeOoBaHMII O 3amIuTe
uH(pOpMallMK, HE COCTaBIAIOUICH  TOCYJapCTBEHHYIO  TalHy, cojepxaiieics B
rOCYJapCTBEHHBIX MH(OPMAIIMOHHBIX CHCTEMaxy. [ DIeKTPOHHBIH pecypc] : Pexxum nocryma :
http://www.consultant.ru/cons/cgi/online.cgi?req=doc&base=LAW&n=

214004 &dst=0&rnd=92395C5151F01C02B8725B20C4BBFEB5#034991095371992622 mno
pabounm gasM ¢ 20-00 go 24-00 (BpeMsi MOCKOBCKOE), B BBIXOJHBIC U Npa3HUYHBIC THU B
ar000€e Bpemsi. — 3ari. ¢ 3KpaHa.

. Ilpukaz ®CTIK Poccuu ot 18 deppans 2013 r. Ne 21. «O06 yTBepk ACHUU COCTaBa U

COJCpKAHUsI OPTaHM3ALMOHHBIX W TEXHWYECKHX Mep IO oOecrneyeHnto O0e30macHOCTH
NEPCOHANBHBIX JAHHBIX NMPU MX 00paboTKe B MH(MOPMALMOHHBIX CHCTEMaX NEPCOHAIbHBIX
JMaHHBIX.. [DnekTpoHHBIA pecypc] : Pexum pocryma :  http://www.consultant.ru/cons/
cgi/online.cgi?req=doc&base=L AW&n=215976&dst=0&rnd=92395C5151F01C02B8725B2
0C4BBFEB5#08164959407738432 cBoOOAHBIN. — 3ari. ¢ SKpaHa.

Hayuonanvnvii  cmanoapm P® TOCT P 70262.1-2022 "3amwura uHpOpMaLuu.
Nnentuduxanus u ayreHTUQUKALUSA. YPOBHU JoBepus HaeHTU(uKanuu" (yTB. U BBEJEH B
neiictBue mnpukazom denepaqbHOrO areHTCTBa IO TEXHUYECKOMY PETyJIUpOBaHHUIO U
metrposiorun oT 5 aBrycra 2022 r. N 740-ct) [DnexktpoHHBIM pecype| : Pexxum nmocryma :
https://docs.cntd.ru/document/1200192541#, cBoOoaHBIH. — 3ari1. ¢ SKpaHa.

Hayuonanvnwiii cmanoapm P® I'OCT P 59453.1-2021 "3amuta nnpopmarmu. DopmanbHas
MoJenb ynpasieHus jaoctynoM. Yacte 1. OOmiue nonoxenus" (YTB. U BBEIEH B JeWcTBUE
nprka3zoM DenepasbHOro areHTCTBA 10 TEXHUYECKOMY PEryJIHPOBaHUIO U METPOJIOTHH OT 22
anpenss 2021 r. N 270-ct) [DnektponHsiii pecypc] : Pexum  gocryma
https://docs.cntd.ru/document/1200179191#, cBoboaHbIN. — 3ari. ¢ FKpaHa.

Hayuonanvnoii cmanoapm P® I'OCT P 59453.1-2021 "3amuta nnpopmarnmu. GopmanbHas
MOJIeNb yrpaBieHus: noctynoM. Yacte 2. OOmue monoxxkenus" (yTB. U BBEICH B JIEHCTBUE
nprka3oM DenepaabHOro areHTCTBA M0 TEXHUYECKOMY PEryIHPOBAaHUIO U METPOJIOTUH OT 22
anpenst 2021 1. N 270-ct) [DnextponHblii  pecypc] : Pexum  mgoctyna
https://docs.cntd.ru/document/1200179192#, cBoboaHbIi. — 3ari1. ¢ FKpaHa.

JIureparypa

OCHOBHas

. Huxudopos, C. H. Meros! 3ammtel nHpopManuu. 3amuTa oT BHeIIHUX Bropxkenuii / C. H.

Huxudopos. — 5-e uzn., crep. — Cankr-IlerepOypr : Jlans, 2023. — 96 ¢. — ISBN 978-5-
507-45868-4. — TekcT : aneKTpoHHBIHN // JIaHb : 3eKTpOHHO-0MONINOTEeYHAs CH-CTeMa. —
URL.: https://e.lanbook.com/book/288974
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2. IIpoxoposa, O. B. Indopmarmonnas 6ezomnacHocTs u 3amura uHGopmanuu / O. B.
[TpoxopoBa. — 5-¢ u3x., crep. — Cankr-IleTepOypr : Jlans, 2023. — 124 ¢. — ISBN 978-5-
507-46010-6. — Tekcr : anekTpoHHBIH // JIaHb : AIEKTPOHHO-OMOINOTEYHAS CU-CTEMA. —
URL.: https://e.lanbook.com/book/293009

4. Mysunos, X. H. IIlporpaMMHO-TeXHUYECKHE KOMILJIEKChl aBTOMaTU3UPOBAHHBIX CUCTEM
ynpasienus : yueoHoe nmocoowue / X. H. My3uno. — Cankr-IlerepOypr : Jlansp, 2022. — 164
c.— ISBN 978-5-8114-3133-5. — Tekcr : anekTpoHHbIH // JIaHb : 2IeKTPOHHO-
oubmmoreunas cucrema. — URL.: https://e.lanbook.com/book/213098

6. Mapmakos, /1. B. [IporpamMmMHo-anmapaTHbie CpeCTBA 3aIUTH HHPOPMAITHH : yieOHOe
nocobue / /. B. Mapmakos, [[. B. ®atxu. — Pocrtos-Ha-Jlony : Jlonckoii I'TY, 2021. — 228
c.— ISBN 978-5-7890-1878-1. — Tekcr : anekTpoHHbIH // JIaHb : 27IeKTPOHHO-
oubmmoreunas cucrema. — URL: https://e.lanbook.com/book/237770

7. ®owmun, /1. B. UndopmanmonHas 6€30macHOCTh U 3a11uTa HHpopMammu:
CHEHATM3UPOBAHHBIC aTTECTOBAHHBIC IIPOTPAMMHBIC M TPOTPAMMHO-AIIapaTHbIC CPECTBA :
meTtoaudeckue ykazanwus / [I. B. ®omuna. — brnarosemenck : AmI'Y, 2017. — 240 c. —
Tekcr : anexkTpoHHbIN // JIaHb : 31eKTpOoHHO-0MOMMoTeuHast cucrema. — URL:
https://e.lanbook.com/book/156494

6.2. [lepeyeHnn pecypcoB HH(POPMAIHOHHO-TEJIEKOMMYHUKANMOHHOI ceTH « AHTepHET».

1. bank oanuvix yepo3 b6ezonacnocmu ungopmayuu. [dnexrponnsiit pecype] / ®CTOK Poccun,
DAY «'HUNU ITT3U ®CTIK Poccun» — Pesxum noctyna : URL: https://bdu.fstec.ru/threat,
CBOOOJIHBIN. — 3arJI. ¢ 3KpaHa.

2. Memoouxa ornpeneneHus akTyallbHBIX YIpo3 0€30MacHOCTH MEPCOHAIBHBIX JIAHHBIX MPH UX
o0paboTke B HHPOPMAIMOHHBIX CHCTEMax I[E€PCOHAJBHBIX JaHHBIX. YTBEpXKIcHa
3amecturenem mupektopa @CTOK Poccum 14 depans 2008 r. [DnekrpoHHBIH pecype] /
®CTOK Poccun. — Pexum gocryma :  https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114 -spetsialnye-normativnye-dokumenty/380, cBoOoaHbIH. — 3ari. ¢
JKpaHa.

3. Buoeo ypoku Cisco Packet Tracer. Kypc mosozoro 6oitma. [DnexTpoHHbIi pecype] : Pexxum
nocryma :  https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBoOOMHBIN. — 3arI. C 3KpaHa.

6.3 IIpodeccuonabHbIe 6a3bI JAHHBIX H HHPOPMALHOHHO-CIIPABOYHBIE CHCTEMBI
Joctyn k npodeccuonanbubM 6a3am manubix: https:/liber.rsuh.ru/ru/bases

WHpopMannoHHbIE CIPaBOYHBIE CHCTEMBI:
1. Koncynprant [Tnroc
2. Tapanr

7. MaTepuajibHO-TeXHHYECKOe o0ecneyeHne TUCIHMInHbI

1) IS TEKIMOHHBIX 3aHATHH — JIGKIIMOHHBIA KJacC ¢ BUACOMPOEKTOPOM M KOMITBIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITh ycTaHOBJIEHO ciaenyromree [10:

Nenn Haumenosanue 110 [TpousBoauTenn Croco0

/m pacmpocTpaHeHus
(ruyenszuonnoe unu
Cc60000HO

pacnpocmparsiemoe)
1 Microsoft Office 2010 Microsoft JIAIEH3UOHHOE
2 Windows 10 Pro Microsoft JIAIEH3UOHHOE
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| 3 | Kaspersky Endpoint Security | Kaspersky | nunensuonHOE |
2) Ul TIPaKTUYECKUX 3aHSITUH — KOMIIBIOTEPHBIH KJ1acc, OOOpPYIOBAaHHBIH COBPEMEHHBIMH
IEPCOHAIBHBIMM KOMIBIOTEpAMH JUIsl KaXXAOoro cryaeHta. Ha kommbroTepe JODKHBI OBITh
ycTraHoBieHo ciuenyrouee [10:

Nenr Haumenosanue 110 [IpousBoauTenn Cooco0
/m pacrpocTpaHeHHs
(ruyenszuonnoe unu
c60000HO
pacnpocmpansiemoe)
1 Microsoft Office 2010 uau BbIiIe Microsoft JIAICH3MOHHOE
2 Microsoft JIALEH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE
4 Cisco Packet Tracer v.7.2 Cisco Systems YCJIOBHO CBOOOIHOE
(HeoOxoamma

perucrpanus B CETEBOM
akagemuu Cisco)

5 VMware Workstation 15 Player VMware, Inc CBOOOTHOE
6 wm VirtualBox 6.0 Oracle cBOOOIHOE
7 Juctpudytussl Linux (Hanpumep | Oracle CBOOOHOE
Ubuntu 14)
8 WEB-cepBep Apache 2.0 Apache Software cBOOO/IHOE
Foundation
9 Microsoft SQL Server 2008 R2 Microsoft cBOOOIHOE

CpenctBa  BBIYMCIUTENBHOW  TEXHHKH, CETeBOE O0OpydOBaHHE, TEXHHYECKOE,
MPOrpaMMHOE M TPOrPaMMHO-AIIAPATHBIE CPEJICTBA 3aIIUThl MHPOPMAIIMH U CPEICTBAMU
KOHTPOJISI 3aIUIICHHOCTH HH(POPMAIIHH.

8. Obecneuenue 00pa3oBaTeILHOr0 MpoLEcca AJs JHUI[ ¢ OTPAHMYEHHBIMU BO3MOKHOCTAMH
310POBBbSI M1 HHBAJIH/I0B

B xone peanu3zanuu AUCHUTUTMHBI HCTIONB3YIOTCS CIEAYIOUINE TOTIOTHUTENbHBIE

METOJIbI 00YUYCHHSI, TEKYIIIETO KOHTPOJIS YCIIEBAEMOCTH U TIPOMEKYTOYHOU aTTECTAIHH
00y4JaromuXxcsl B 3aBUCUMOCTH OT UX UHIUBUIYaTbHBIX OCOOEHHOCTEH:

® IS CHEMNBIX U CIIA00BUAAIINX:

- JeKIuu O(OPMIAIOTCS B BHUJIE AJIEKTPOHHOTO JOKYMEHTa, JOCTYMHOTO C TOMOIIbIO
KOMIIBIOTEPA CO CIIeUATM3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;

- THChbMEHHBIE 3a/laHWs BBIMIOJHAIOTCS Ha KOMIBIOTEPE CO CIENHATU3UPOBAHHBIM
MPOrPaMMHBIM 00€CTIeYeHUEM, UITH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM,;

- o0ecrnieunBaeTCsl MHIUBUIyAIbHOE paBHOMEPHOE ocBelieHue He meHee 300 Jirokc;

- Q7S BBIIONHEHUS 3aJaHUsl TMPH HEOOXOAMMOCTH TMPEAOCTaBISIETCS YBEIHMYMUBAIOIIEe
YCTPOMCTBO; BO3MOYKHO TaKXKe HCITOJIb30BAHHE COOCTBEHHBIX YBEITUYHBAIOIINX YCTPOUCTB;

- MIUCbMEHHBIE 3a/1aHusl OPOPMIIAIOTCS YBEIMYEHHBIM IPUDTOM;

- 9K3aMeH | 3a4€T MIPOBOIATCS B YCTHOW (DOpPME HMITH BBITTOHSIOTCS B TUCBMEHHOH (hopMe Ha
KOMIIBIOTEPE.

® JUIS TIIYXHUX U CIA0O0CIBIMIAIINX:

- Jekuuu Oo(OpPMIISIOTCS B BHUAE JJICKTPOHHOTO JOKYMEHTa, JHOO0 TMpPeaoCTaBIsETCs
3BYKOYCHJTUBAIOIIAs amapaTypa WHIUBHIYAJTLHOTO ITOTH30BaHMS;

- MICbMEHHBIE 3a/IaHUs BHITIOIHIIOTCS HAa KOMITBIOTEPE B MUCHbMEHHOH (opMe;

- 9JK3aMeH M 3a4€éT MPOBOJATCS B IHUCHMEHHOW (oOpMEe Ha KOMITBIOTEpPE; BO3MOXKHO
npoBeqieHne B popmMe TeCTUPOBAHUS.

e JUIS JTUI] C HAPYIICHUSMU OITOPHO-/IBUTATEIBHOTO arrapara:
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- JeKIUH O(OPMISIIOTCS B BHJE AJIEKTPOHHOI'O JOKYMEHTA, JOCTYHHOIO C MOMOILBIO
KOMIIbIOTEPA CO CHELMATM3UPOBAHHBIM IIPOrPaMMHBIM 00€CIICUECHUEM;

- TMCbMEHHbBIE 3a/laHusl BBIIIOJIHAIOTCS HA KOMIBIOTEPE CO CIELHMAIU3UPOBAHHBIM
IPOrpaMMHBIM 00€CIIEUCHUEM;

- 9K3aMeH M 3a4€T MPOBOAATCS B YCTHON (hOpMeE MIIH BBITIOIHSIOTCS B TUCBMEHHOU (hopme Ha
KOMIIBIOTEPE.

IIpu HEOOXOIMMOCTH NPENYCMAaTPUBAETCS YBEIMUEHNUE BPEMEHH IS IOATOTOBKU OTBETA.

IIponenypa  mpoBeaeHUs  IPOMEXYTOYHOM  arrectanuu Uil OOy4aroLIUXCs
YCTaHABIMBACTCS C Y4Y€TOM UX HMHIUBHIYaJbHBIX TCUXO(PU3MUECKUX OCOOCHHOCTEH.
[TpomexyTouHas aTTecTalysi MOKET IPOBOAUTHCS B HECKOJIBKO 3TAIIOB.

IIpu nmpoBeneHun npoueaypsl OLEHUBAHMS PE3YJAbTATOB OOyUEHUsS IPELyCMaTpUBaeTCs
UCIIOJIb30BAaHME TEXHUYECKUX CpEACTB, HEOOXONMMBIX B CBA3M C HWHAWBUAYaJIbHBIMU
0COOCHHOCTSAMHU O00yYaroIuXxcs. DTU CPEACTBA MOTYT OBITh IPEAOCTABICHBI YHUBEPCHUTETOM,
WJINA MOTYT UCIIOJIb30BAThCSI COOCTBEHHbBIE TEXHUYECKHE CPECTBA.

[IpoBeneHre mpoUEAYpbl OLIEHUBAHHUA  PE3YIbTaroB  OOy4eHHUS  JOMyCKAaeTCsl C
UCIOJIb30BaHUEM JAMCTAaHIIMOHHBIX 00pa30BaTeIbHbBIX TEXHOIOTUH.

ObecneunBaeTcs A0CTYN K MH(POPMAIMOHHBIM U OMOIHOrpa)MueckuM pecypcaMm B CETH
WutepHer Ui Kaxaoro oOydarouierocs B ¢opMmax, aJalTUPOBAHHBIX K OTPAaHUYEHUSAM HUX
3JI0POBbBSI U BOCTIPHSITHS MHPOPMALIUH:

® IS CJICIBIX U CIa0OBUIAIIUX:

- B ICYaTHOM (pOopMe yBEITUUYEHHBIM HIPUPTOM;
- B (hopme 31EKTPOHHOTO TOKYMEHTA;

- B popme ayauodaiina.

e U IIIYXHX U clIaboCibIIIaIuX:

- B IeyaTHOH opme;

- B (hopme 31EKTPOHHOIO TOKYMEHTA.

e Ui o0yYaroIuXcs ¢ HapyIIEHUIMU OIIOPHO-ABUraTeIbHOIO arnmapara:
- B IeyaTHOH popme;

- B (hopme 31eKTPOHHOTO TOKYMEHTA;

- B opme aynuodaiina.

VY4eOHble ayAUTOpUU Ui BCEX BUIOB KOHTAaKTHOW M CaMOCTOSITEIbHOM paboThl, Hay4dHAsI
6u0IMOoTEeKa UM MHbIE MOMEIIEHUs sl 0Oy4eHHUs] OCHAIlEHbl CIEeLUAIbHBIM 00OPYJIOBaHUEM U
y4e€OHBIMU MECTaMH C TEXHUUYECKUMHU CPEICTBAMU O0yUEHUS:

® IS CJICIIBIX U CIa0OBUIAIIUX:

- YCTpOMCTBOM JIJ1sl CKaHUpoBaHus U uTeHus ¢ kamepoit SARA CE;

- mucrieeM bpaiinst PAC Mate 20;

- npunTepoM bpaitns EmBraille ViewPlus;

e U TIIYXHX U claboCibIIIaIuX:

- aBTOMAaTU3MPOBAaHHBIM pabOYMM MECTOM JJs JIOJeH C HapylleHHeM cllyXa H
C71a00CIIBIIIAIINX;

- aKYCTHUECKHM yCUIINTENb U KOJIOHKH;

e Ui 00yYaroImuXcs ¢ HApYIICHUSIMU ONIOPHO-ABUTaTeIbHOIO arnmapara:
- IEPEABMKHBIMU, PETYIUPYEMbIMH 3proHoMuueckumu napramu CHU-1,
- KOMITBPIOTEPHON TEXHUKOMU CO CIIEUANbHBIM IPOrPaMMHBIM 00€CIIEUEHHUEM.

9. MeTroauyeckue MaTepuabl

9.1. Il1aHbI NPAKTHYECKUX 3AHATHIA

TeMbl yueOHOI AMCHUIUTUHBI TPETyCMAaTPUBAIOT MPOBEACHUE MPAKTUYECKUX 3aHSATHI, KOTOpBIE
CIIy)KaT KaK LM TEKYIIero W MpPOMEXKYTOYHOTO KOHTPOJS MOATOTOBKH CTYAEHTOB, TaK U
LEeNsIM TMOJyYeHHUs TPAKTHUYECKUX HABBIKOB IPUMEHEHHUS METOJIOB BBIPAOOTKU peIIeHHIH,
3aKpeIyIeHUs] W3YYeHHOrO MaTepuana, pa3BUTHS YMEHHI, NPHOOPETEHUs OIbITa pPELIeHUs
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KOHKPETHBIX NpoOJIeM, BEJCHHUS AUCKYCCUN, apryMEHTALUU U 3alUThl BEIOPAHHOTO PEILICHUSI.
[Tomomp B 53TOM OKa3bIBAalOT 3aJaHMsl U1 TNPAKTUYECKUX 3aHATUH, BBINABACMBIC
[IPENOIaBaTENIEM Ha KaKJI0M 3aHATHH.

Ienb0 IPaKTUYECKUX 3aHATHHA SABJAETCS 3aKPEIUICHHE TEOPETUYECKOro Marepuaga U
npuoOpeTeHne TMPaKTHUYECKUX HABBIKOB pabOTBl C COOTBETCTBYIOIIUM OOOPYZOBaHHEM,
IPOrpaMMHBIM 00€CIIeYeHEM U HOPMATHUBHBIMH ITPABOBBIMU JTOKYMEHTaMH.

TemaTnKa IPaKTUYECKUX 3aHATUN COOTBETCTBYET IIPOrpaMMe AUCLUIIIMHBI.

Ilpakmuueckoe 3anamue 1
Tema — O0ecniedeHue HEeJOCTHOCTH HH(POPMAIMOHHBIX CHCTEM HA OCHOBE 0a3 JaHHbIX

3aoanus:
1. Paspaborarp makeT 6a3bl nanHbIX B MS SQLServer.
2. TlIpoBecTn HOpMaTU3aIUIO OTHOIICHUH (TAaOIHII).
3. BBectu B Kaxayro TabIUIly HE MEHEE MATU CTPOK.
4. Co3narb (GOpMBI WIH TIPEIICTABICHUS
5. B nonyuennoii 6a3ze gannbix B CYBJl Microsoft SQL Server co3nats Tabnuiibt
NepCoHaa, TJe JOIDKHBI OBITh YKa3aHbI TIOJPA3/IEICHUS M COTPYIHHUKH: KaJIpOB,
PYKOBOJCTBa, Oyxrantepuu, GMHAHCOBOTO MOJIpa3eNieH s, MEHEIXKEepOB 10 padoTe ¢
KJIMEHTaMH, TOCTAaBOK, 3aKa30B, CKJIaJa  T.JI.
6. IIpucBOMTH COOTBETCTBYIOLIUE POIIH.
7. Co3parb paBwiia pasrpaHUYEHUs JOCTYIIA HA OCHOBE POJIEH.
8. OTBeTUuTh HA TEOPETUUYECKUE BOMPOCHI B KOHIIE MPAKTUIECKON PabOTHI.
Yka3zaHus 10 BBINOJHEHUIO 3aJaHUM:
1. U3yuuth TeopeTHdyecKuili MaTepual mo TeMe.
2. Odopmutph oTU€T 1O MpakTHYeckor padote. [Ipunoxennem k o€ty ciryxat ¢aiinst b/l
MatepuanbHO-TEXHUYECKOE 00eCIIeYCHUE 3aHSTHS:
1. Kommbrotepsl o konudecTBy o0ydaromuxcs ¢ pazsépayroit OC Windows 10 Pro u
Microsoft Office 2010.
2. Bupryansnas mammnac ycranoBinennoir CYBJ] Microsoft SQL Server

Ilpakmuueckoe 3anamue 2
Tema — OprannzanuoHHbIe MepbI 3alIUTHI HH(POPMALMH B OPraHU3aluH
3aoanus:

1. BrIOpaTh OpraHu3aiuio U3 CIUcKa MpeiokKEeHHbIX MPEnoaaBaTeseM.

2. TlpemnoxuTh OpraHU3alMOHHBIE MEPHI 3AIIUTHl HH(PPMAIIHH.
Yka3aHus 110 BBIIIOJIHEHUIO 3aJaHUN:

1. W3yuuth TeopeTudeckuili Marepuai mo Teme.

2. CocCTaBUTb OTYET O MPAKTUYECKOM 3aHITHH.

3. OTBeTHTH Ha TEOPETHUECKUE BONMPOCHI B KOHIIE MPAKTHUECKOTO 3aHATHS
MarepuanbHO-TEXHUUYECKOE 00ecTIedeHne 3aHTHS:

1. KommbroTepsl 1Mo KoauuecTBY oOydaromuxcs ¢ pa3sépuyroir Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer

Ilpakmuueckoe 3anamue 3
Tema — ATMUHUCTPHPOBAHHE MeEKCETEBbIX
3aoanus:
1. AnmunuctpupoBanue mexcereBoro s3xpana B OC Linux 1 Windows
2. PaGora ¢ mexcereBbM 9kpanoM Cisco ASA.
3. AJIMUHHCTPUpPOBaHUE MEKCETEBBIX IKpaHOB B mporpamme Cisco Packet Tracer.
YKa3zaHus MO BBITOJHEHUIO 3a/IaHHM:
1. U3yuuth TeopeTudeckuii MaTepual no TeMe.
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2. Ha Buptyanbubix MamuHax yctanoBuUTh OC Linux n Windows (sydie 3To caenatsb
3apanee). HacTpouTs InuHy0 y4€THYIO 3aIIUCh, BBIIAHHYIO IIPEIOIaBaTENEM.
Hactpouts nporpamMmusie MexxceteBbie 3kpanbl B OC. [IpogeMoHcTprpoBaTh UX padoTy.
Cobpatb cxemy 1o Torosioruu B Cisco Packet Tracer B uHAUBHIyaIbHOM aJApECHOM
IIPOCTPAHCTBE.
5. Ilpu pabGote B 4yKOM aApECHOM MPOCTPAHCTBE UIIH € UY>KOM yUETHOM 3alMChIO 3aJaHHe
CUMTAETCSl HEBBIIIOJHEHHBIM.
6. CocTaBUTh OTYET O IPAKTUYECKOM 3aHITHU.
7. OTBETHUTH Ha TEOPETUYECKHE BOMPOCHI B KOHIIE MTPAKTUYECKOTO 3aHATHS
MarepuanbHO-TEXHUUYECKOE 00EeCTIeUeHNE 3aHITHA:
1. KommbioTepsl 1o koamuecTBy obOydaroumuxcsi ¢ pa3sépuyroii Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer
2. Pa3BépHyThle BUpTyaJbHbIE Mamubl B KonudecTBe 2 mT. Ha KaxaoM IIK ¢ OC Linux u
Windows

How

Ilpakmuueckoe 3anamue 4
Tema — be3onacHoe ucnoab30BaHue CJIyKObI JOMEHHBIX HMEH
3aoanus:
1. Coo6parts B Cisco Packet Tracer BEIIaHHYIO TIpEIIOaBATEIIEM CXEMY.
2. TlIposectu HacTtpoiiky DNS-cepsepa.
3. TlpucBouTh IMEHA KOMITBIOTEPAM.
4. TlpoBecTH UMHUTAIMIO aTaKW Ha CEPBEP.
Yka3zaHus 10 BBINOJHEHUIO 3aJaHUM:
1. U3yuuth TeopeTHdyecKuili MaTepual mo TeMe.
2. Hcnonp3oBate [P-agpeca TOMBKO U3 CBOETO aapecHOTr0 MPOCTPAHCTBA.
3. Ilpu paboTte B 4y>KOM aJpeCHOM MPOCTPAHCTBE WIIU C UY>KOM Y4ETHOM 3aIMChIO 3a/1aHue
CUHMTACTCS] HEeBBIITOJIHCHHBIM.
4. CocTaBUTh OTUET O MPAKTUYECKOM 3aHSATHH.
5. OTBeTHTH HA TCOPETHUYECKUE BOTPOCHI B KOHIIE MPAKTUICCKOTO 3aHATHS
MatepuanbHO-TEXHUYECKOE 00eCTIeYCHNE 3aHTHS:
1. Kommbroteppl mo komuyecTBy oOyuaromuxcst ¢ pa3BépHyrod Windows 10 Pro u
Microsoft Office 2010, Cisco Packet Tracer

Ilpakmuueckoe 3anamue 5
Tema — Hactpoiika WEB-cepBepa
3adanus:
1. PasBepnyts a [IK cepBep Apache 2.0, MySQL u PHP.
2. TIposectu HacTpoiiky WEB-cepBepa ¢ yuéToM 3amuThl HHGOPMALIHH.
3. Cosgarb npocroii cailT ¢ ucrosb3oBanrem CYBJl MySQL.
4. ArtaxoBathb calfT ¢ ucronb3oBaHueM SQL-UHBEKIUI.
5. Jlo0aBUTH KOJ C UCIIOJI30BAHUEM BCTPOEHHBIX (yHKIMM 3amuTel PHP.
6. ATakoBaTh CalT C UCIOIb30BaHHEM SQL-MHBEKIIHM.
VKka3aHusI 10 BBIIOJIHEHHIO 33]IaHUN:
1. M3yuuTh TeopeTHUYECKH MaTepHal o TeMe.
2. CocTaBHTB OTYET O MPAKTUIECKOM 3aHSITHH.
3. OTBeTHTH Ha TEOPETHUECKUE BOIPOCHI B KOHIIE MPAKTHUECKOTO 3aHATHUS
MartepuanbHO-TEXHUYECKOE 00eCIIEeYeHNE 3aHSTHS:
2. KomrproTepsl o KoaudecTBy oOydaromuxcs ¢ pazpépuytoir Windows 10 Pro u Microsoft
Office 2010, Apache 2.0, MySQL u PHP
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Ilpakmuueckoe 3anamue 6
Tema — U3yuenne nporokosa RADIUS

3aoanus:
1. Cooparts B Cisco Packet Tracer BeImaHHYIO IIPETIO1aBaTelIeM CXEMY.
2. Hactpouts nentp aBropuzammu AAA.
3. IIporectu HacTpoiiky DNS-cepBepa.
4. IlpucBouTh MMEHA KOMIIBIOTEPAM.
5. IlpoBecTu UMHUTAIMIO aTaKW HA CEPBEP.
Yka3zaHus 10 BBINOJHEHUIO 3aJaHUN:
1. U3yuuth TeopeTudyecKuii MaTepual no TemMe.
2. CobOpatb cxemsl 1o Torosioruu B Cisco Packet Tracer B uHAUBUIyaIbHOM aJpECHOM
MIPOCTPAHCTBE.
3. Tlpu paboTe B 4y:KOM aapecHOM MPOCTPAHCTBE 3aJaHUE CYNTACTCS HEBBIMOTHCHHBIM.
4. CocTaBHUTb OTYET O MPAKTUUECKOM 3aHATHUH.
5. OTBeTUTH HA TEOPETHUYECKUE BOTIPOCHI B KOHIIE MPAKTUICCKOTO 3aHATHS

MaTtepuaibHO-TeXHHYECKOE 00SCIICUCHNE 3aHSTHSL:
1. KommbroTepsl 1o KoimuecTBy obOydaronmuxcsi ¢ pa3épuyroii Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer
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[Ipunoxenue 1 Aunotamus
paboueii mporpaMMBbl TUCITUTUTHHBI

AHHOTAIIUS PABOYEN ITPOT' PAMMBI JIUCIUILIAHBI

JucuumnuHa «3amuménHblie HOOPMAlMOHHbIE CHUCTEMbD» peanu3yeTcss Ha (akyibTeTe
NubopManinoHHBIX CHCTeM M 0€30MacHOCTH Ui CTYIEHTOB |-ro Kypca, oOydaromuxcs Io
mporpaMmMe MarucTparypbsl 1o HampasieHuto mnoarotoBku 10.04.01 HWudopmanmonnas
0e30macHOCTh (TPodUiIh MOATOTOBKH — OpraHu3anus U TEXHOJIOTUH 3aIUThI TOCYIapPCTBEHHON
TaliHbl) Kaeapoil KOMIUIEKCHOH 3aluThl HHPOPMAIIUH.

Ilenp aucuMIUIMHBL: NpodeccHoHanbHas MOArOTOBKA MAarkuCTPaHTOB, HEOOXoauMas JUIs
OCBOCHHS METOZOB ¥ TEXHOJIOTUH 3aIIUTHl UHPOPMALIMOHHBIX CHCTEM.

3amayy JUCLUIUIMHBI. OCBOCHUE OCHOBHBIX IOHATUH M TEPMHHOJIOIMM, TEXHOJIOTMH W
HaBBIKOB HACTPOMKM M HKCIUTyaTalldd 3aIIMIIEHHBIX HH()OPMAIIMOHHBIX CHUCTEM, H3y4YEeHUE
HOPMATHUBHBIX MPAaBOBBIX AaKTOB B O0JIACTM 3AIUMIIEHHBIX HH(POPMALMOHHBIX CHCTEM,
APXUTEKTYPHI 3aIUIIEHHBIX HHPOPMALIMOHHBIX CHCTEM.

JlucuuiuinHa HanpaBJieHa Ha (popMUpOBaHHE CIEAYIONINX KOMITCTSHIIUI:

e VYK-4 — Cnoco0OeH npuMeHsTh COBpEMEHHbIE KOMMYHUKATHUBHBIE TEXHOJIOTHH, B TOM
Yuclie Ha MHOCTPaHHOM(BIX) si3bIKe(ax), ATl aKaAEeMUYECKOT0 U MPodecCHOHATBHOTO
B3aUMOJICVCTBHUS

e OIIK-1 — Cnoco6en 000CcHOBBIBaTh TPEOOBAaHUS K CUCTEME 00eCIICUeHUS
MH(POPMAIIMOHHOM 0€30MacHOCTH U Pa3padbaThIBaTh MPOEKT TEXHUIECKOTO 3a/1aHUs Ha €¢
CO3/1aHue

e OIIK-2 — CriocobeH pa3pabaTeiBaTh TEXHHUECKUI MTPOEKT CHCTEMBI (ITOICUCTEMBI JTHO0
KOMITOHCHTA CUCTEMBI) oOecrieueHus: MHPOPMAITMOHHOHN 0e3011acHOCTH

B pe3ynbrare ocBOE€HUS AUCHUIIIIMHBI 00y4arOLIUICS TOKEH:

3HAaTh:

® COBpEMEHHblE KOMMYHHMKATHUBHBIE TEXHOJIOIMH HA TOCYJapCTBEHHOM U HHOCTPAHHOM
A3BIKAX; 3aKOHOMEPHOCTH JI€JIOBOM YCTHOM ¥ MMCbMEHHON KOMMYHUKAIIVH;

® OCHOBBI OTEYECTBEHHBIX U 3apYOEKHBIX CTAHIAPTOB B 00JaCTH 0OecTedeHus
UH(POPMALIMOHHOM 0€30MacHOCTH;

® METOJbl KOHIENTYaIbHOI'O MPOEKTUPOBAHMSI TEXHOJIOTUI oOecrnieueHuss THPOPMAIIMOHHON
0€30I1aCHOCTH;

YMers:

® [PUMEHAThH Ha MIPAKTUKE KOMMYHHKATHUBHbIE TEXHOJIOTHUH, METOBI H CIIOCOOBI JIEJIOBOTO
00IIICHUS;

® TIPOEKTUPOBATH HHOOPMAIIIOHHBIE CHCTEMBI C YUETOM PA3IIUYHBIX TEXHOJIOTUN 00eCTIeUeHNUs
UH(POPMALIMOHHOM 0€30MacHOCTH;

e BBEIOWpATh U 0OOCHOBBIBATH MPEHMYIIECTBA METOJIOB PEIICHUS 3a]1a4 JIJIsl 3aIlUThI
nH(pOpMali KOMIIBIOTEPHBIX CUCTEM U ceTell U cucTeM olOecrieueHns HHHOpMalnOHHON
0€30IMacCHOCTH.

Bnaners:
® METOAMKON MEXJIIMYHOCTHOTO JICIOBOTO OOIIEHUS Ha TOCYAApPCTBEHHOM H MHOCTPAaHHOM
SI3BIKAX, C MPUMEHEHHEM MPOGECCHOHATBHBIX S3BIKOBBIX (DOPM H CPEIICTB;

® HaBBIKAMH Y4acTHs B pa3pabOTKe cHCTEMBbl 0OecriedeHrs HHPOPMALMOHHOM 0€301MacHOCTH
00BEKTa S3BIKOBBIX (DOPM M CPEJICTB;
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® HAaBLIKAMH BBIITIOJIHCHUA paGOTLI 10 OCYH_IGCTBJ'IGHI/IIO HpI/I HU3TOTOBJICHHNHU, MOHTAXKE, HAJTAAKEC,
UCHIBITAHUSAX H CJaue B IKCIUTyaTaIMIO CHCTEM U CPEJCTB 00ecrieueHUs HHPOPMAITMOHHON
0€30I1aCHOCTH.

[To mucruIuIMHE IPEeyCMOTPEHA TPOMEKYTOUHAS aTTecTallus B (hOpME IK3aMeEHA.
OO6mas Tpya0€MKOCTh OCBOCHHSI TUCIIMIUIMHBI COCTABIISICT 5 3a4€THBIX €IUHUIL.



